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This listing of claims will replace all prior versions, and listings, of dalms in the application. 
Listing of Claims: 

1. (Currently Amended) In a prime number generating system including a 
processing unit and a plurality of exponentiation units communicatively coupled with 
the processing unit, a process of searching tor a plurality of prime number values, 
comprising the steps of: 

randomly generating a plurality of k random odd numbers each providing a prime 
number candidate, including defining a length l for each of the m.^ntv of k random ^.mw 
to- be generated, and generating each of said nhrafty of k rando m odd numhen: in a n in^^i 
between 2 L and y** } and 

performing a plurality oft primality tests on each of said plurality of k randomly 
generated prime number whereby (k x t) tests are performed in parallel, each of the plurality 
of Ck x t) primality tests including an associated exponentiation operation executed by an 
associated one of a plurality of (k x t) exponentiation units. 

2. (Currently Amended) In a prime number generating system as recited in 

eiaim-Hncludinq a processing unit and a nh iraBtv of exponentiation unit* ; 
COmmuniCatiVftlV COUPted With the nrnrey cin n , ^ a process pf ran-h ing fr r f 

plurality o f prime number values, comprising the steos of; 

randomly oeneratlna a plurality of k , random odd numbers each ornyidino a prime 
number candidate, w herein said plurality of k randomly generated numbers are expressed as 
"0,0, "1,0 ... "(k-i)),0 ;> further compris i ng tho stops of: 

determining a plurality of y additional odd numbers based on each one of the randomly 
generated numbers no,rj, n^o, ... n( k -i),oto provide (k x y) additional prime number candidates 
(no,i/ "0,2, ... no,y),(nu,ni,2, ... ni,y), ...(ri(k-i),i,n(k-ix2/ .-. n(k-i), y ) thereby yielding a total 
number of (k x (y+1)) prime number candidates;.^ 

where i n soid step of performing Includes p erforming t primality tests on each of said 
total number of (k x (y+ 1)) prime number candidates, each of the plurality of (k x (y+ 1) x 
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t) primality tests including an associated exponentiation operation executed by an associated 
one of a plurality of (kx (y + i> xt) exponentiation unite, said exponentiation operations being 
performed in parallel by said plurality of (kx(y+l) xt) exponentiation units. 

3. (original) m a prime number generating system as recited in daim 2 wherein each 
of said plurality of prime number values being searched for has a specified length, and wherein 
said plurality of y additional odd numbers defines an interval that is selected relative to said 
specified length. 

4. (original) In a prime number generating system as recited in daim 2 wherein said 
step of determining a plurality of y additional odd numbers based on each one of the randomly 
generated numbers no,o, n lf0 , ... np^o indudes successively adding two to each of said 
randomly generated odd numbers n 0A n 1A ... r^o to (k x y) prime 
number candidates expressed as (no.^ noo+ 2, no^n^ 4, ... no, y + (y 2)), (n M = 
m,0 + 2, n^o* 4, ... n ty - nif0 + (y 2)) , ... (n^-n^ 2, n (k . 1)>2 -n^,,,- 4, ... 
n(k-i) / y=n ( j c - 1)/0 +(y2)). 

5. (Currently Amended) m a prime number generating system as recited in daim 
2_whereln said exponentiation operations are performed by said associated 
exponentiation units simultaneously. 



6. (Cancelled) 



7. (Currently Amended) In a prime number generating system as recited In 
daim 1 further comprising the steps of*. 

sieving said fkx(vttt) prime number candidates by performing a small divisor test on 
each of said (Kx(Ytl)) candidates in order to eliminate candidates revealed to be composite 
numbers by said small divisor test thereby yielding a sfeved number s of candidates; 

wherein said step of performing indudes performing said plurality of t primality tests on 
each of said sieved number s of candidates, each of primality tests induding an associated 
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exponentiation operation executed by an associated one of a plurality of st of the 
exponentiation units, said exponentiation operations being performed In parallel by said plurality 
of st exponentiation unit s dmufan o ous l y. 



8. (Currently Amended) In a prime number generating system as recited in 
daim 7 further comprising the steps oft 

receiving a specified public exponent e associated with a cryptograph rc application; 

testing the suitability of each of said prime number candidates for use in said 
cryptographic application by testing the relative primality of £aleach said prime number 
candidateiee) minus one £&_iiland (t&sald specified public exponent e, wherein said step of 
testing the suitability is performed prior to said step of performing said plurality of primality 
tests. 

9. (Currently Amended) in a prime number generating system as recited in 
claim 2 further comprising the steps of: 

sieving said prime number candidates by performing a small divisor test on 
each of said number (k x (y+l)) of prime number candidates in order to eliminate 
candidates revealed to be composite numbers by said small divisor test thereby 
yielding a sieved number s of candidates; 

wherein said step of performing primality tests Indudes performing t primality 
tests on each of said sieved number s of candidates, each of the plurality of s x t 
primality tests including an associated exponentiation operation executed by an 
associated one of a plurality of s x t exponentiation units, said exponentiation 
operations being performed in parallel by said plurality of s x t exponentiation units. 

10. (Cancelled) 

11. (CurrenOy Amended) in a prime number generating system as recited in daim 2 
further comprising the step of: 

sieving said prime number candidates by performing a small divisor test on 
each of said number (kx (y+i)) of prime number candidates in order to eliminate 



PAGE 5/23 • RCVD AT 4/17/200B 5:53:01 PM [Eastern Daylight Time] » SVR:USPTO-EFXRF-e/37 " DNIS: 2738300 • CSID:4254899594 * DURATION (mm-ss):17-38 



04/17/200G 14:53 



425-489-9594 



Rhys Merrett 



Page 6/23 



Application No. 09/818,914 
Amendment dated: 1? April 2006 
Response to Office Action: March 02, 2006 

candidates revealed to be composite numbers by said small divisor test thereby 
yielding a sieved number s of candidates; 

wherein said step of performing primalitv tests indurfes performing an associated first 
one of t primaiity tests on each of said sieved number s of candidates, each of the plurality of s 
first primaiity tests including an associated exponentiation operation executed by an associated 
one of a plurality of s of the exponentiation units, said first exponentiation operations being 
performed by said plurality of s exponentiation units In parallel in order to eliminate candidates 
revealed to be composite numbers by said first primaiity tests thereby yielding a remaining 
number r of candidates; and 

performing a plurality of M, additional primaiity tests on each of said remaining 
number r of candidates, each of the plurality of (r x (t-1)) primaiity tests including an 
associated exponentiation operation executed by an associated one of a plurality of (rx (t-1)) 
exponentiation units, said (rx (t-1)) exrxjnentJatbn operations being performed by said 
plurality of (r x (t-l)) exponentiation units in parallel in order to eliminate further candidates 
revealed to be composite numbers. 

12. (Currently Amended) In a prime number generating system as recited 
in datm [[4-]] 2.whera'n said step of performing primaiity tests includes performing a 
Fermat type primaiity test. 

13. (Currently Amended) In a prime number generating system as recited In daim 
[[*-]] 2_wherein said step of performing primaiity tests includes performing a Miller-Rabin type 
primaiity test 

14. (Original) In a prime number generating system as recited in claim [[4-]] I 
wherein said step of randomly generating a plurality of k random odd numbers further 
includes: 

defining a length L for each of the plurality of k random numbers to be 
generated; and 

generating each of said plurality of k random odd numbers in an interval 
between 2 l and 2 L1 . 
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15. (Currently Amended) in a prime number generating system including a 
processing unit and a plurality of exponentiation units communicatively coupled with 
the processing unit, a process of searching for a plurality of prime number values, 
comprising the steps of. 

randomly generating at least one random odd number providing a prime 
number candidate; 

determining a plurality of y additional odd numbers based on said at least one randomly 
generated odd number to provide y additional prime number candidates, thereby providing a 
total number of y+1 candidates; 

performing a plurality t primality tests on each of said (y+l) x t candidates, each of 
the (y+D x t primality tests including an associated exponentiation operation executed by an 
associated one of (y+i) x t exponentiation units, said (y+1) x t exponentiation operations 
being performed in parallel by said associated (y+l) x t exponentiation units; 

and further comnrisjno the stigp of F 

receiving a spiffed p. .hlir exponent e associated with a frvntn g raphic annlirattnn; 

testing the suitability of each nf grid, prime ruimhPr ranrjkfates for iKP in ^ 

CrYPtoqraphk; flor^Son by taring the relative nrimalitv off a Whnf <* irt ^ ^ r 

candidates ( Pr ) m i nn <? rw (pH ) a n d ftfl a SPerifierf rumt ic exponent » wh Preln 
testing the suitability is performed p rior to said sten o f perfbrminn ^ pnm^ ^ 

16. (Original) In a prime number generating system as recited In claim 15 wherein said 
at least one randomly generated odd number Is expressed as no,o, and wherein said step of 
determining a plurality of y additional odd numbers based on said randomly generated odd 
number n 0 ,o includes successively adding two to said randomly generated odd number n 0 ,o to 
provide y+1 additional prime number candidates expressed as (n 0 ,i* noo+ 2, no,2=no,o+ \ ... 
no, y = no,o + (y 2)). 

17. (Cancelled) 

18. (Previously Presented) In a prime number generating system as recited in daim 
15 further comprising the step of sieving said y+1 candidates by performing a small divlsor 
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test on each of said candidates in order to eliminate candidates revealed to be composite 
numbers by said small divisor test thereby yielding a sieved numbers of candidates. 

19. (Cancelled) 

20. (Currently Amended) In a prime numb©- generating system as recited in 
claim 15 further comprising the step of: 

sieving said y+1 candidates by performing a small divisor test on each of said 
candidates in order to eliminate cancfidates revealed to be composite numbers by said small 
divisor test thereby yielding a sieved number s of candidates; 

wherein said step of performing primality tests includes performing an associated first 
one of t primality tests on each of saW sieved number s of candidates, each of the plurality of s 
first primality tests including an associated exponentiation operation executed by an associated 
one of a plurality of s of the ecponerftiation units, said first exponentiation operations being 
performed by said plurality of s exponentiation units In parallel in order to eliminate candidates 
revealed to be composite numbers by said first primality tests thereby yielding a remaining 
number r erf candidates; and 

performing a plurality of t-1 additional primality tests on each of said remaining 
number r of candidates, each of the plurality of (r x additional primality tests including 
an associated exponentiation operation executed by an associated one of a plurality of {r x (t- 
1)) exponentiation units, the (r x (t-1)) exponentiation operations being performed by said 
plurality of (r x (t-1)) exponentiation units in parallel in order to eliminate further candidates 
revealed to be composite numbers. 

21. (Currently Amended) In a prime number generating system as recited 
in claim 15 wherein said step of JPH performing ot least one p rimality tests Includes 
performing a Ferrnat type primality test. 

22. (Previously Presented) In a prime number generating system as recited in claim 
15 wherein said step of performing primality tests includes performing a Miller-Rabin type 
primality test 
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23. (Currently Amended) m a prime number generating system as recited 
In claim 15 wherein said step of randomly generating at least one random odd number 
further includes: 

defining a length L for »e or each of the plurality of Ic random odd numbers to 
be generated; and 

generating fte_gr_each of said plurality of-JHandenMdd numbers in an interval between 
2 L and2 L1 . 

24. (Previously Presented) In a prime number generating system including a 
processing unit and a plurality of exponentiation units communicatively coupled with 
the processing unit, a process of searching for a plurality of prime number values, 
comprising the steps of: 

randomly generating a plurality of random odd numbers providing prime 
number candidates; 

sieving said candidates by performing a small divisor test on each of said candidates in 
order to eliminate candidates revealed to be composite numbers by said small divisor test 
thereby yielding a sieved number s of candidates; 

testing the primality of said sieved candidates by performing a first one of a plurality of t 
primality tests on said sieved number s of candidates, each of the plurality s of the first 
primality tests including an associated exponentiation operation executed by an associated one 
ofapJurality s of the exponentiation units, said exponenfiation operations being performed 
simultaneously by said plurality of $ exponentiation units in order to eliminate candidates 
revealed to be composite numbers thereby yielding a remaining number r of candidates; and 

performing a plurality oft-l additional ones of said t primality tests on each of said 
remaining number r of candidates, each of the plurality of (rx (t-1)) first primality tests 
Including an associated exponentiation operation executed by an associated one of a 
plurality of (rx (t-l» exponentiation units, said (rx (t-1)) exponentiation operations 
being simultaneously performed by said plurality of (rx (t-1)) exponentiation units In 
order to eliminate further candidates revealed to be composite numbers. 

25. (Cancelled) 
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26. (Currently Amended) In a prime number generating system as recited in claim 
25 further including the step of: 

receiving a specified public exponent e associated with a ayptographic application; 

testing the suitability of each of said prime number candidates for use in said 
cryptographic application by testing the relative primafity of (a) each said prime number 
candidates^ minus one flpfc-l) and (b) said specified public exponent e, wherein said step of 
testing the suitability is performed prior to said step of performing said first one of said 
primality tests, 

27. (Cancelled) 

28. (Previously Presented) In a prime number generating system including a 
processing unit and a plurality of exponentiation units communicatively coupled with 
the processing unit, a process of searching for a plurality of prime number values, 
comprising the steps of: 

randomly generating a plurality of k random odd numbers expressed as no,0/ ni,0/». n(k- 
i),0, each said number providing a prime number candidate; 

determining a plurality of y additional odd numbers based on each one of the randomly 
generated odd numbers ni # o,... n^-i^o to provide (kxy) additional prime number candidates 

("0,1/ "0,2' ■» no,y)/ ( n Uf "1,2, ... n i/y ), ...(npc-i)^ n(k-i,)2, ... n^xy) thereby yielding a total 
number of (k x (y+i)) prime number candidates; 

sieving said (k x (y+l)) prime number candidates by performing a small divisor tea on 
each of said candidates in order to eliminate candidates revealed to be composite numbers by 
said small divisor test thereby yielding a sieved number s of candidates; and 

performing at least one primafity test on each of said sieved niflnber s of candidates, 
each erf the plurality of s primality tests including an associated exponentiation operation 
executed by an associated one of a plurality of s of the exponentiation units, said 
exponentiation operations being pa-formed in parallel by said plurality of s exponentiation units 
in order to eliminate candidates revealed to be composite numbers by sakJ primality test 
thereby yielding a remaining number r of candidates; and 

9 
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performing a plurality of t-1 additional primality tests on each of said remaining number 
r of candidates, each of the plurality of (rx (t-1)) primality tests induding an associated 
exponentiation operation executed by an associated one of a plurality of (r x (t-1)) 
exponentiation units, said (r x (t-i)) exponentiation operations betng performed by in parallel 
by said plurality of (rx (t-1)) exponentiation units in order to eliminate further candidates 
revealed to be composite numbers. 

29. (Original) In a prime number generating system as recited in daim 28 wherein said 
step of determining a plurality of y additional odd numbers based on each one of the randomly 
generated odd numbers n lj0 ,... n(k i),o includes successively adding two to each of said 
randomly generated odd numbers n ti0f ... n^ 1)i0 to provide (kxy) additional prime number 
candidates expressed as (n^ n«>+ 2, no, 2 =no,o+ 4, ... n^ y = no,o + (y 2)), (n w - n^ 2, 
ni,2=n 1<0 + 4, ... ni . y = m, 0 + (y 2)), ... (n (k - i) , 1 =n (k -ij /0 + 2, npc-^z =n 0c . 1 ,o+ 4, ... n^y- 
n{k-i),o + (y 2)). 

30. (Cancelled) 

31. (Previously Presented) In a prime number generating system as recited in 
claim 28 wherein said step of performing said first primality test includes performing a 
Fermat type primality test 

32. (Previously Presented) In a prime number generating system as recited in claim 
28 wherein said step of performing said first primality test Includes performing a Miller-Rabin 
type primality test 

33. (Original) in a prime number generating system as recited in claim 28 
wherein said step of randomly generating a plurality of k random odd numbers further 
includes: 

defining a length L for each of the plurality of k random numbers to be generated; 

and 
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generating each of said plurality of k random odd numbers in an Interval between 2 L 
and 2 L1 . 

34. (Original) In a prime number generating system as recited in claim 28 
wherein k is greater than or equal to 2. 

35. (Currently Amended) In a prime number generating system as recited in 
claim 28 further comprising the steps of: 

receiving a specified public exponent e associated with a cryptographic application; 

testing the suitability of each of said sieved prime number candidates for use 
in said cryptographic application by testing the relative primallty of (a) each said 
sieved prime number candidate (pr) minus one (pr-l) and (b) said specified public 
exponent e, wherein said step of testing the suitability is performed prior to said step 
of performing said first primality tests, 

36. (Previously Presented) A prime number generating system for 
searching for a plurality of prime number values, comprising: 

processing means operative to randomly generate a plurality of k random odd numbers 
each providing a prime number candidate, and to provide a plurality t sets of test parameters 
associated with a plurality of t primality tests to be performed on each one of said plurality of k 
randomly generated numbers, each (k x t) sets of said test parameters including said 
associated one of said plurality k randomly generated numbers and an associated one erf a 
plurality oft base values; and 

a plurality of exponentiation units each being communicatively coupled with said 
processing means, said plurality of exponentiation units includes a plurality of at least 
(k x t) exponentiation units each being responsive to an associated one of said (k x t) 
sets of test parameters, and operative to perform an exponentiation operation based on 
said associated set of test parameters, and also operative to generate a primality test 
result signal declaring said associated prime number candidate to be either composite 
or prime with reference to said associated base value, said exponentiation units being 
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operative to perform said plurality of at least (k x t) exponenoatjon operations in 
parallel; 

said processing means being responsive to said primality test result signals, and 
operative to process said test result signals for the purpose of eliminating randomly 
generated numbers declared to be composite in accordance with a search for prime 
number values. 

37. (Cancelled) 

38. (Original) A prime number generating system as recited in daim 36 wherein said 
processing means is further operative to sieve said prime number candidates by performing a 
small divisor test on each of said prime number candidates in order to eliminate candidates 
revealed to be composite numbers by said small divisor test thereby yielding a sieved number s 
of candidates. 

39. (Previously Presented) A prime number generating system as recited in claim 36 
wherein said plurality of k randomly generated odd numbers are expressed as no A n 1/0 ,... rvk- 
i),o, and wherein: 

said processing means is further operative to develop a plurality of y additional odd 

numbers based on each one of the randomly generated odd numbers n 0 ,o, n 1(0 ,... n^o, to 

provide (k x y) additional prime number candidates (n^, ^ ... no, y)/ (n w n lj2 , ... n^ y ), 

•••(n(k-i),i, n (k -i )i2r ... nfk-i^thereby yielding a total number of (kxfy+i)) prime number 
candidates; 

said plurality of exponentiation units includes a plurality of at least (k x (y+1)) 
exponentiation units each being responsive to an associated one of said (k x (y+1)) sets of 
said test parameters, and being operative to perform an exponentiation operation based on 
said associated set of test parameters, and also operative to generate a primality test result 
signal declaring said associated prime number candidate to be eittier composite or prime with 
reference to said associated base value, said plurality of at least (k x (y+1)) exponentiation 
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units being operative to perform the plurality of (k x (y+l)) exponentiation operations in 
parallel. 

40. (Original) A prime number generating system as recited in dalm 39 wherein said 
processing means Is operative to develop said plurality of y additional odd numbers based on 
each one of the randomly generated odd numbers n^O/— n(k-i),o, successively adding two to 
each of said randomly generated odd numbers n^o,... npc-i),Q, to provide (k x y) additional 
prime number candidates expressed as (no,i= noo+ 2, no,2=n 0 ,o+ 4, ... nq, y = n^o + (y 2)), 
("U" n t,0+ 2, ni,2«m f o+ 4, ... ni. y = n^o + (y 2)), ... (n(it-i),i~ n^o* 2, n^-i)^ =n( k -i f o+ 
4* n(lc-l^y" H(k-ixo + (y 2)> 

41. (PreviotiSly Presented) A prime number generating system as recited in claim 39 
wherein; 

said processing means is operative to provide a plurality oft sets of test parameters 
associated with a plurality of t primality tests to be performed on each one of said plurality of 
(k x (y+l)) randomly generated numbers, each of the (k x (y+l) x t) sets of said test 
parameters including said associated one of said plurality of (kx (y+l)) prime number 
candidates and an associated one of a plurality oft base values; 

said plurality of exponentiation units includes a plurality of at least (k x (y+ 1) x t) 
exponentiation units each being responsive to an associated one of said (k x (y+l) x t) sets of 
said test parameters, and being operative to perform an exponentiation operation based on said 
associated set of test parameters, and also operative to generate a primality test result signal 
declaring said assodated prime number candidate to be either composite or prime with 
reference to said associated base value, said plurality of at least (k x (y+l) x t) exponentiation 
units being operative to perform said plurality of (k x (y+l) x t) exponentiation operations in 
parallel. 

42. (Original) A prime number generating system as recited in claim 36 wherein each 
of said primality tests is a Fermat type primality test 
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43. (Original) A prime number generating system as recited in daim 36 wherein each 
of said primality tests is a Miller-Rabin type primality test. 

44. (Original) A prime number generating system as recited in claim 36 wherein said 
processing means is operative to randomly generate said plurality of k random odd numbers 
by performing the steps of: 

defining a length L for each of the plurality of k random numbers to be 
generated; and 

generating each of said plurality of k random odd numbers in an Interval between 2 l and 

45. (Previously Presented) a prime number generating system for 
searching for a plurality of prime number values, comprising: 

processing means operative to randomly generate at least one random odd 
number providing a prime number candidate, and to determine a plurality of y additional 
odd numbers based on each of said at least one randomly generated odd number to 
provide y additional prime number candidates, thereby providing a total number of y+l 
candidates, said processing means also operative to provide a plurality of t sets of test 
parameters associated with a plurality t primalrty tests to be performed on each one of 
said y+i prime number candidate, each of the ((y+l( xt) sets of test parameters 
including said associated one of said plurality of prime number candidates and an 
associated base value; and 

a plurality of at least ((y+l) x t) exponentiation units each communicatively 
coupled with said processing means, and each responsive to an associated one of said 
((y+i) x t) sets of tea: parameters, and operative to perform an exponentiation 
operation based on said associated set of test parameters, and also operative to 
generate a primality test resuft signal declaring said associated prime number 
candidate to be either composite or prime with reference to said associated base value, 
said plurality of at least ((y+l) x t) exponentiation units being operative in parallel to 
perform said plurality of {(y+l)xt) exponentiation; 

said processing means being responsive to said primality test resuft signals, 
and operative to process said test result signals for the purpose of eliminating 

14 
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randomly generated numbers declared to be composite In accordance with a search 
for prime number values. 

4& (Previously Presented) A prime number generating system as recited in claim 45 
wherein said at least one randomly generated odd number is expressed as no,0/ and wherein 
said processing means is operative to determine said plurality of y additional odd numbers 
based on said randomly generated odd number by successively adding two to said randomly 
generated odd number no,oto provide (y+1) additional prime number candidates expressed as 
(ntU 53 noo+ 2, no,2=no,o+ 4, no, y = no,o + (y 2}). 

47. (Cancelled) 

48. (Original) A prime number generating system as recited in claim 45 wherein said 
processing means is further operative to sieve said prime number candidates by performing a 
small divisor test on each of said prime number candidates in order to eliminate candidates 
revealed to be composite numbers by said small divisor test thereby yielding a sieved number s 
of candidates. 

49. (Previously Presented) A prime number generating system as recited in claim 45 
wherein: 

said processing means is operative to generate a plurality of k random odd numbers 
each providing a prime number candidate, and to determine a plurality of y additional odd 
numbers based on each of said k random odd numbers to provide k x y additional prime 
number candidates, thereby providing a total number of at least k x (y+1) candidates, said 
processing means also operative to provide t sets of test parameters associated with t 
primaiity tests to be performed on each one of said k x (y+1) prime number candidates, each 
said set of said test parameters including said associated prime number candidate and an 
associated base value; and 

said plurality of exponentiation units includes a plurality of at least (k x (y+1) x t) 
exponentiation units each being responsive to an associated one of said (k x (y+1) x t) sets of 
said test parameters, and being operative to perform an exponentiation operation based on said 

15 
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associated set of test parameters, and also operative to generate a primality test result signal 
declaring said associated prime number cantMrte to be either composite or prime with 
reference to said associated base value, said plurality of at least (k x (y+l) x t) exponentiation 
units being operative to perform said plurality of (k x (y+l) x t) exponentiation operations in 
parallel. 

50. (Original) A prime number generating system as recited in claim 45 wherein each of 
said primality tests is a Fermat type primality test 

51. (Original) A prime number generating system as recited in claim 45 wherein each of 
said primality tests is a Miller-Rabin type primality test 

52. (Currently Amended) A prime number generating system as recited in claim 49 
wherein said processing means Is operative to randomly generate said plurality of k random odd 
numbers by performing the steps of: 

defining a length L for each of the plurality of k random numbers to be 
generated; and 

generating each of said plurality of k random odd numbers in an interval between 2 L and 

53. (Cancelled) 

54. (Currently Amended) A computer readable storage medium having stored 
thereon encoding instructions for executing a process of searching for a plurality of prime 
number values in a prime number generation system including a processing unit and a plurality 
of exponentiation units communicatively coupled with the processing unit, the process 
comprising the steps of: 

randomly generating a plurality of k random odd numbers each providing a 
prime number candidate, said Plurality pf k randomly generated numbers arp f ypreopH 
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determining a Plurality of v addi tional odd numbers based on each one of the 
randomly generated numbers nnn, njj), ... nffc-f^ to provide ( k x y) additional prfpne 
num^^ndidates ^ 0.1^.2,^^0^101 .^m.2^^ r V )^^ i >(V rYk- U?| J n^ . 
i} yl thereby yielding a total number of f k x fv+l)l prime number candidates: and 

performing a plurality oft primatity tests on each of said plura l it y of k randomly 
generated total number o f ( k x f v+rn p rime numbers whereby (k x fv+Dxtt tests are 
performed in parallel, each of the plurality of fkx fv+rix primatity tests including an 
associated exponentiation operation executed by an associated one of a plurality of (k x x 
fv+Uxt ) exponentiation wits. 

55. (Cancelled) 

56. (Currently Amended) A computer readable storage medium as recited in claim 
[[55-]] 54_wherein said step of determining a plurality of y additional odd numbers based on 
each one of the randomly generated numbers no,a, ni, 0 , _ r\^i) t o includes successively adding 
two to each of said randomly generated odd numbers no,o, n^a, ... n^iyjo to provide (k * y) 
additional prime number candidates expressed as (no,i= f>o,o+ 2, no,2«n^ 0 + 4, ... n 0 , y = n 0 ,o + 
(V 2)), (n u = m,o+ 2, ni /2 =ni, 0 + 4, ... n^y = m, 0 + (y 2)), ... (n^i^i- Tty. 1)f0 + 2, n^nz 
st n (k . 1/0 + 4, ... n (k - 1Xy « r^k-ixo + (y 2)). 

57. (Cancelled) 

58. (Cancelled) 

59. (Cancelled) 

60. (Currently Amended) A compute- readable storage medium as recited in dalm 
55 [[55]] further comprising the steps of: 

sieving said prime number candidates by performing a small divisor test on 
each of said number (k x (y+1)) of prime number candidates in order to eliminate 

17 
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candidates revealed to be composite numbers by said small divisor test thereby 
yielding a sieved number s of candidates; 

wherein said step of performing indudes performing t primality tests on each 
of said sieved number s of candidates, each of the plurality of s x t primality tests 
including an associated exponentiation operation executed by an associated one of a 
plurality of s x t exponentiation units, said exponentiation operations being performed 
by said plurality of s x t exponentiation units simultaneously. 

61. (Cancelled) 

62. (Currently Amended) A computer readable storage medium as redted in daim 
§4 [[55]] further comprising the steps of: 

sieving said prime number candidates by performing a small divisor test on 
each of said number (k x (y+1)) of prime number candidates in order to eliminate 
candidates revealed to be composts numbers by said small divisor test thereby 
yielding a sieved number s of candidates; 

wherein safd step of performing includes performing an associated first one of t 
primality tests on each of said sieved number s of candidates, each of the plurality of s first 
primality tests including an associated exponentiation operation executed by an associated one 
of a plurality of s of the exponentiation units, said first exponentiation operations being 
performed by said plurality of s exponentiation units in parallel in order to eliminate candidates 
revealed to be composite numbers by said first primality tests thereby yielding a remaining 
number r of candidates; and 

performing a plurality of t-1 additional primality tests on each of said remaining number 
r of candidates, each of the plurality of (r x (t-1)) primality tests including an associated 
exponentiation operation executed by an associated one of a plurality of (r x (t-1)) 
exponentiation units, said (rx (t-1)) exponentiation operations being performed by said 
plurality of (r x (t-1)) exponentiation units in parallel in order to eliminate further candidates 
revealed to be composite numbers. 

63. (Currently Amended) A computer readable storage medium as recited in daim 
£Q £[59]] further comprising the steps of: 

18 
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receiving a specified public exponent e associated with a cryptographic application; 

testing the suitability of each of said prime number candidates for tee in said 
cryptographic application by testing the relative prfmality of {aleach said prime number 
candfdatelQg) minus one (p^-JQ and fMsald specified public exponent e, wherein said step of 
testing the suitability is performed prior to said step of performing said primality tests. 

64. (Currently Amended) In a prime number generating system Including a 
processing unit and a plurality of exponentiation units communicatively coupled with 
the processing unit, a process of searching for a plurality of prime number values, 
comprising the steps of: 

randomly generating a plurality of random odd numbers each providing a prime 
number candidate; and 

receiving a specified public exponent e associated with a cryptographic application; 

testing the suitability of each of said prime numbs* candidates for use in said 
cryptographic application by testing the relative primalrty of (a) e ach said prime number 
candidate {feLminus one (fclland (b) said specified public exponent e to yield a 
plurality of k suitable prime number candidates; and 

performing a plurality of t primality teds on each of said plurality of k suitable prime 
number candidates whereby (k x t) tests are performed in parallel, each of the plurality of (k 
xt) primality tests Including an associated exponentiation operation executed by an 
associated one of a plurality of (k x t) exponentiate units. 

65. (Currently Amended) m a prime number generating system induding a 
processing unit and a plurality of exponentiation units communicatively coupled with 
the processing unit, a process of searching for a plurality of prime number values, 
comprising the steps of: 

randomly generating a plurality of k random odd numbers expressed as n 0/ o, ni /0/ ... n< k - 
i),o, each said number providing a prime number candidate; 

determining a plurality of y additional odd numbers based on each one of the randomly 
generated odd numbers n^o,-. to provide {k x y) additional prime number candidates 

19 
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(no,i, no, 2 ' ... n 0/ y), (n M , n i>2t ... ni, y ), ...(npny, n^.^ ... n(fc . 1)k? ) thereby yielding a total 
number of (k x (y+1)) prime number candidates; 

sieving said (k x (y+i)) prime number candidates by performing a small divisor test on 
each of said candidates in order to eliminate candidates revealed to be composite numbers by 
said small divisor test thereby yielding a sieved number of candidates; 

receiving a specified public exponent e associated with a cryptographic application; 

testing the suitability of each of said sieved prime number candidates for use in said 
cryptographic application by testing the relative primality of £aleach said sieved prime number 
candidateiee) minus one Ox>iland £b>sald specified public exponent e to yield s suitable 
sieved candidates; and 

performing at least one primality test on each of said s suitable sieved candidates, each 
of the plurality of s primality tests including an associated exponentiation operation executed by 
an associated one of a plurality of s exponentiation units, said exponentiation operations being 
performed in parallel by said plurality of s exponentiation units in order to eliminate candidates 
revealed to be composite numbers by said primality test thereby yielding a remaining number r 
of candidates. 



66. (Previously Presented) In a prime number generating system as recited in daim 
65 further comprising the steps oft 

performing a plurality of t-l additional primality tests on each of said remaining number 
r of candidates, each of the plurality of (r x (t-l)) primality tests induding an assodated 
exponentiation operation executed by an associated one of a plurality of (r x (t-l)) 
exponentiation unto, said {r x (t-l)) exportation operations being performed by in parallel 
by said plurality of (r x (t-l)) exponentiation units in order to eliminate further candidates 
revealed to be composite numbers. 
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